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Statement on Unauthorized Radio Transmissions 

Deliberate hacking into air traffic control radio frequencies is very rare.

More common - but still very unusual - is for a person to use a handheld radio to talk on an air radio frequency. The air traffic controller would explain to the intruder that it’s a dedicated frequency and there are severe penalties for interfering with authorized transmissions. That usually stops the intruder.

Pilots and controllers know when an unauthorized transmission is being made. First, the intruder doesn't know the correct terminology and phraseology. Secondly, the unauthorized transmissions are not as clear as the transmissions between pilots and controllers. 

The Federal Aviation Administration has an agreement with the Federal Communications Commission and the Federal Bureau of Investigation to track and arrest violators.

In short, deliberate, malicious interference is extremely rare. However, when we detect it, we move aggressively to stop it and, if appropriate, prosecute offenders.
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